PernameHT

obecnevyeHna 6e30nNacHOCTU MepcoHabHbIX
NaHHbIX NMPU nX 06paboTke B MHPOPMAaLMOHHbIX
cucTtemax nepcoHasibHbIX AaHHbIX



"1 OBLLUME NOMNOXEHUSA

Hactoawwuin PernamenT oGecnevyeHusi 6@30MacHOCTU NEpCOoHalbHbLIX AAHHbIX
npu ux obpaboTke B  MHPOPMALUMOHHBLIX CUCTEMAxX MEepCOHasbHbIX  AaHHbIX
MyHnuLmnanbHOro aBTOHOMHOTO AOLLKONbHOrO obpasosatenbHOro yupexaeHus «detckuii
can Ne 7 obLiepasBuBaroLlero suaa ¢ NPUOPUTETHLIM OCYLLIECTBIIEHMEM NO3HABATENbHO-
pe4eBoro passutus getein» ropoaa WMwmma (ganee — PernameHT) ycraHaBnvBaeT u
onpegensieT OCHOBHblE OpraHu3auuOHHbIE "W TEeXHUYEecKue Mepbl Mo  3auuTte
NepcoHanbHbIX AAHHbIX, OCHOBHblE O00A3aHHOCTW nonb3oBaTeneil U AOMKHOCTHBIX nuu,
obpabaTtbiBalOWMX MEpPCOoHarnbHble AaHHble aBTOMaTuM3upoBaHHbIM  crnocobom B
MH(OPMAUMOHHON cuUcTeME NepcoHanbHbiX AaHHbIX MyHMUMNANbLHOrO aBTOHOMHOrO
ACLLKONIbHOrO obpasoBaTtenbHoro yupexaenus «etckuii cag Ne 7 obujepassusatoLlero
BMAQ C NPUOPUTETHLIM OCYLLECTBIIEHWEM MO3HaBaTENbHO-PEYEBOr0 Pa3BUTUA [EeTen»
ropoaa Mwmma (nanee — WUCIMOH) N TeNnekoOMMYHUKALMOHHbBIX CEeTAX MyHuumnansHoro
aBTOHOMHOMO [AOLLUKOSILHOTO 06pasoBaTeflbHOIO YYpeXaeHus «[Oetcknin cag Ne 7
oBlLepa3sBMBalOLLEro BUAA C NPUOPUTETHLIM OCYLLECTBNEHUEM NO3HABATENbHO-PEYEBOr0
pasBuTUs aeTten» ropoga Uwwuma (ganee - MAQOY a/c Ne7).

TpeboBaHusa PernameHTa siBnsioTcs obssatensHbiMu ans pabotHukos MALOY a/c™
MNe7 u TpeTbux nuu, KoTopble AonylleHbl K paboTe ¢ nepcoHanbHbIMU AaHHbLIMK (danee -
T1gH).

[pu npueme Ha paboty pabotHuku MAOOY a/c Ne7, nonyuleHHble K nepcoHanbHbIM
AaHHBIM, JOSKHbI ObiTb NOJ pacnucky O3HakomneHbl ¢ TpeboBaHUAMM HacToALIEro
PernameHnTta, B 4acTu, Kacawwencs wux [eAaTenbHOCTH, uHdopmupoBaHbl 06
OTBETCTBEHHOCTM 32 UX HapyLLeHue. ,

Hactoawmn PernameHT yTtBepxaaetcsa pykosogutenem MALOY a/c Ne7 u Hocut
oBszaTenbHbI xapakTep ans scex pabotiukos MAOY a/c Ne7.



3auumta nepcoHanbHbix gaHHbix B UCTIAH MAZIOY a/c Ne7 ot akTyanbHbIX yrpos
@ensacHOCTN OCYWECTBNSETCA MO CriedyoWnM OCHOBHBIM HanpaBieHnsaMm:

' OT BHEAPEHHbIX cneumnarsnbHbIX 3IEKTPOHHbLIX YCTPOWCTB;

OT BPEAOHOCHOIO KOAa; ‘
OT HECAHKUNOHNPOBAHHOIO AOCTYNA,;

OT HECaHKUMOHMPOBAHHOIO BO3AEWNCTBUS;

OT HEenpeAHaMepeHHOTo BO3[eNCTBUS;

OT pasrnaweHus;

OT TEXHUYECKUX cpencTs passeakn (ganee - TCP).

B kauecTBe OCHOBHbIX Mep 3awmTbl NepcoHanbHbiX AaHHbix B MALOY a/c Ne7
MSTEIOCTHLIMK - filamuy, obOpabaTtbiBaloWUMK AW 3alUMLAIOWMMN  NEPCOHAaNbHbIE
RSN, 3 TaKKe noapasfeneHusiMn, OCyLLECTBAAIOWMMN SKCNMyaTauuio TeXHUYECKNX
cpeactsa MCIMAn MAOOY a/c Ne7 , nonxkHbl BbINONHATLCS: a

a) AokyMeHTanbHoe ocdopmneHne u obHoeneHne «llepeydHst nepcoHasnbHbIX
mesaix. obpabatbiBaembix B ICTH ¢ yueTom cneumdmkn obpabotku MAH MANOY alc
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6) pasrpannyeHne poctyna lonbsoBateneit’ u oBcnyxuBalowero nepcoHana K
mxpOpMALIMOHHBIM - pecypcaM, MNporpaMMmHbiM  CpeacTBam o6pa60T|<|/| (nepepaun)
MEPCOHANSLHBIX faHHbLIX U 3aLUMTbl HOopMaLuui;

B) ofpaHuMyeHue [ocTyna nepcoHana W NOCTOPOHHUX fuy B 3alymuiaemble
EmUEHAT M NOMEeLWeHns, rae  pasMelleHbl CpeacTBa  UMHopmaTtusaumm U
sameyrsucaLHoHHOe obopynoeanme UCTIH, a Takke XpaHSTCst HOCUTENWU NEPCOHANbHbIX

M perMcTpauus  [eicTBuin  nonb3oBaTenen, obcnyxusalrowiero nepcoHana,
ERITpONb  HECaHKUMOHUPOBAHHOIO  JocTyna n  JencTeum nonb3oBaTenen,
obowxmBaloWero nepcoHana u noCTOPOHHNUX NN,

4) y4eT u HafeXXHoe XpaHeHue MaLLUMHHbIX Hocutenewn nepc0Haanb|x AaHHbIX U ux
obpauetiMe, HCKIioHalLee XYeHNne, NOAMEHY U YHUUTOXEHUE;

€) pe3epBupoBaHue TEXHUYECKUX CPeacTB, AybnuposaHve MaccuBos u HocuTenemn
mxpopaaumi UCTH;

X) MCTIONb3oBaHUe CcepTUULIMPOBAHHBIX CEPUAHO BbINYCKAaEeMbIX B 3aLUULLEHHOM
ECNOMHEHWH TEXHUYECKNX cpeacTs 0bpaboTku, nepegayvu U xpaHeHuss uHgopmaum;

3) HCTIONBb30OBAHNE  TEXHUYECKUX CpeAcTB,. YAOBMETBOPSAIOWNUX TpeboBaHUSAM
CTaHAAPTOS MO 3MEKTPOMarHUTHON COBMECTUMOCTMY; : '

M) MCOfMb30BaHMe CcepTUuUUPOBaHHLIX CPEACTB  3aluThl  uHdopmauuu no
Tpebosanmam PCTIK Poccun n dCB Poccuy;

K) pasMetiieHne obbekTa 3almuTbl BHYTPU KOHTPONUPYEMOI 30HbI Ha2 MAKCUManbHO |
BOIMONHOM YAANEHUN OT ee rpaHuL;

) 3aiuTa Lenen anektponntaHusa o6bvektos uidopmavumn UCMNOH;

M} 3MeKTPOMarHnuTHaa passaska mMexay MHPOPMAUVOHHBIMUA Lensamu, No KOTOPbIM
LPEPKYYIMPYIOT NEepPCOHanNbHble [aHHble, W NUHUAMU CBA3MN, ApyerM uenamu BTCC,
ELOOALLMMYK 33 Tpeenbl KOHTPONUPYEeMO 30HbI;

H) HCTIOMNb30BaHNUe KpUnTorpadnyeckn 3aLULLEHHbLIX KaHamNoB CBA3W Npu nepegave
mxabuacHLUManbHom nHopmaLmy No OTKPLITLIM KaHanam CBA3M;

Q) pasMellieHne pucnnees u  ApYyrMx CpeacTte  otobOpaxeHus WHdopmaumm,
BOOBOHAI0LLEE €€ HECaHKLUMOHMPOBAHHbIW NPOCMOTP; '

M) OpraHnsaums  CamMOCTOSTENbHO WNU  CUNamMu  CTOPOHHE  opraHusaLuu
fEEBeIecKOl  3alUTLl MOMELWEHNIA U COOCTBEHHO TEeXHUYEeCKUx cpeacts obpaboTku

&

" Hoapsosatenamu UCITJIH «HO» ABNAIOTCA JNML@, UCTIONL3YIOWHA HPH 006paboTke MEPCOHATLHBIX JaHHBIX
GPCECTEA  ABTOMATH3MPOBAHHOH 00paGoTkM HMHGOpMALMH, B TOM 4HCIE CPEACTBA BBHIYMCIWTENBHONW TEXHHKH,
WperpEMOMHOE 00SCICUSHHE, JIEKTPOHHBIC HOCHTENH NIEPCOHANILHBIX JAHHBIX M CPEACTBA 3aIUUThI HHPOPMALIUH
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EEPCOHANbHLIX  OaHHBIX € WUCNOMNb30BaHWEM  TEXHUYECKUX  CPEeACTB  OXpaHbl,
EPEMOTEPALLGIOLLINX WA CYLLECTBEHHO 3aTPYAHSAIOWMX MPOHMKHOBEHWE B 3[aHus,
ENSEUEHHS TOCTOPOHHUX NUL, XULLEHWE BOKYMEHTOB M HocuTenen nHdopmaumm, cammux
«peacTs whcpopmatusauun UCTMNOx;

p) npegoTBpalleHne BHeapeHus B I/ICFID,H nporpaMmm- Bwpycos NporpamMmHbIX
TIMFEIADON ‘

C) NpOTUBOAENCTBME TEXHUUECKUM CPpefCcTBam pasBeaKu.

O6bem npuHMMaeMbix Mep 3awmTbl MHOpMaLUK, B 3aBUCUMOCTU OT BO3MOXXHOIO
wepba B cniyyae ee yTeukn, onpeaensalT OOSDKHOCTHble nuua, oTsBevalume 3a
QPERM3ALMID ¥ PYKOBOACTBO paboTamu no 3awmute nHgopmauum 8 MAJOY a/c Ne7.

3.1 3awura vHcpopmauum oT BpeAOHOCHOIO NPOrpaMMHOro ochnequuﬂ

Oprasusauus aHTMBUpPYCHO 3awmTbl MHdopmauun B UCMNOH MALOY a/c Ne7
BDCTWAETCH NYTEM: X

« BHeApeHua n npmmeHeva CPEACTB aHTUBUPYCHOW 3alyuThl MHpopMauumn,

« oOHOBNEHUa curHatypHbix 6a3 [aHHbIX cpencTs aHTI/IBVIpyCHOM 3awnTbl

~ undopmauuu;

® CIUITaHMPOBAHHLIX AENCTBUA  [OMXKHOCTHBIX nuy  npu  oBHapyXeHuu
3apaxeHus uHdopmaunoHHelix pecypcos WCMNOH MALOY pn/c Ne7
BMPYCHbIM NPOrpamMMHbIM oBecnedeHnem. :

CucteMa aHTMBMPYCHOIA 3awmTel UICTIOH BknloyaeT B cebs:

*  QHTUBUPYCHYIO 3amTy pabouunx ctaHyuin UCIOxH;

s @HTUBUPYCHYIO 3aLUMTYy cepBepoB K 6a3 NepCoHanbHbIX AaHHbIX I/ICI'I)JH

* BO3MOXHOCTb aBTOMaTU4eCKOro OBGHOBIEHUS CI/ll'HaTyprIX aHTUBUPYCHbIX
6a3 1 Bepcuin.

Opranusauua paboT No aHTUBMPYCHON 3awmTe MHd)opmauum BO3faraeTcs Ha
CIpyxTYpHOE fiogpasaenexne unu HasHavexdtHoe nuuo MAZOY a/c Ne7, orBeTcTBeHHOe 3a
abecneyerne 6esonacHoctu MNAH, M 4OMKHOCTHBIX NUL, OCYLLECTBNSIOWMX 3KCNyaTauuio
abwextoe uHdopmatusaumn UCTOH MALOOY a/c Ne7 |, a metoguyeckoe pykoBOLACTBO U
EOHTPONb 3a 3¢EKTUBHOCTLIO NPEAYCMOTPEHHBLIX MEp 3aluUTbl MHOPMAaLMK - Ha NNLL,
orBeTCTBEHHOE 3a obecnevenue 6esonacHoctn MOH. :

Mopagok npuMeHeHnsa cpeacTB aHTUBUPYCHOW 3aLnTbl yCTaHaBNMBaeTCA C y4eTom
+2200X0AMMOCTY BbINONTHEHNS cneaylowwmx TpeboBaHuii:

a) nons3osatenamn NCIOH:

* nepuoguyeckas NnpoBepka HocuTeneih nHdopMaLum (He pexxe 0gHOro pasa B
Hegen) n obsAsatesnibHas NpoBepKka: UCMOSMb3YeMbIX B paboTe CbeMHbIX
HocuTenen mHdopmayum nepen Havanom paboTbl ¢ HUMKW HA OTCYTCTBUE
NporpaMmMHbIX BUPYCOB; '

e BHennaHoBas npoBepka HocuTenem uHdopmMauum Ha  OTCYTCTBUE
fIpOrpaMMHbIX BUPYCOB B Cllydae MOAO3PEHUS HA Hanuune nporpaMmmHOro
BUpyca.

6) paboTHukamu nogpaspenerus, ocywecTensiollero akennyartauwio UCMOH: -

+ obaAsaTenbHblii BXOAHOW KOHTPOMb Ha OTCYTCTBUE MPOrpamMMHbLIX BUPYCOB
BCEX NOCTynawLwmMx Ha oB6bekT uHpopmMaTU3auMm CbeMHbIX U BCTPOEHHbIX
Hocutenein wuHdopmauum, MHGPOPMAaLMOHHBIX MaccuBoB KM 0a3s AaHHbIX,
nporpamMmMHbIX cpeacTs obLlero n cneynanbHOro HasHauYeHus; ,_

s BOCCTaHoBneHune  paboTocnocobHOCTM  NpoOrpaMmHbIX  Cpeacts U
NHOPMALMOHHBIX MAacCMBOB B Cnyvae WX MNOBPEXAEHUS NPOrpaMMHbLIMU
BUpYycamu.

I‘Iops,qox obecrneyeHma aHTUBUPYCHOW 3aLuTbi 3a|<penne|-| B [punoxenun 5
KacTonawero Pernamenra.



K wicnons3osaHunio B MAOY a/c Ne7 ponyckaloTCs TONbKO CaHKUMOHUPOBAHHbLIE
CIPYXTYPHLIM NoApasfeneHnemM wnu HasHauyeHHbim pabotHukom MALOOY p/c Nev,
OTBETCTEEHHBIM 3a obecneyeHue 6esonacHoctu MNfH, aHTMBUPYCHble cpeacTea. [opAanok
YCTaHOBKM W UCMONb3OBaHUS CPeACTB aHTMBMPYCHOW  3aluTbl  onpefensierca
BCTpYXUMER MO yCTaHOBKE W PYKOBOACTBOM MO IKCRIIyaTaLMK  KOHKPETHOTO
SHTMBMPYCHOTO NPOrPaMMHOro Npoaykra.

lMpu obOHapyxeHnn nporpamMMHbIX BUPYCOB Monb3oBaTtens UCIMNOH ob6nasaH
mpexpatiTs BCe paboTbl Ha paboyem mecTe, NocraBuTb B M3BECTHOCTb CTPYKTypHOE

mogpaspenedne MALOY g/c Ne7, otBeTcTBeHHOE 3a obecneveHne 6esonacHocTtu [NH, n-

COBMECTHO C €70 cneuuanucTami NPUHATL Mepbl K fiokanusauum 1 yaaneHuio BUpycoB ¢
MOMOLLLIO MMEIOLLIMXCS aHTUBUPYCHBIX CPEACTB 3aLLUThI.

Mpu cyHKUMOHMPOBAHUM aBTOMAaTU3NPOBaHHOrO pabovero mecta B KayecTee
ROKANBHOK paboyeli CTaHUMM BLINUCAINTENbHOI CETU NPOM3BOAUTCA €€ OTKIIYeHue oT
MOKANBLHOR CeTW, noKanusauus U yaaneHue nporpammHbIX Bmpycoa B Bblqmcnmenbﬁ“om
CETH.

3.2 3awmTa nepcoHanbHbIX AaHHbLIX OT HECAHKUWOHUPOBaHHOIO AocTyna

3awmta UCMOH MALOY a/c Ne7 obecneymsaeTcs KOMMNNEKCOM MNpOrpamMmMHO-
TEXHMHECKMX CPEACTB Y NOALAEPKMBAIOLLMX UX OPraHU3auMOHHbIX Mep.
MNMpu obpabGotke wnu xpaHeuun B WCIIH koHuAeHUManbHbIX NepCOoHanbHbIX
AXeE:00 NA 3aLLUUTLI NPOBOAATCS CneAytoile OpraHn3aumoHHbIe MeponpuATUs:
s [OKyMeHTanbHoe oopMNeHne nepcoHanbHbiX AaHHbIX B Buge lMNepeyxs;

e onpeferneHe MoOpsAKa YCTAHOBMEHUS YPOBHSI MOMHOMOYMI CyGbekTa

£0CTyna, a TakkKe Kpyra nmu, KOTopbiM 3TO nNpasBo Hpe,P,OCTaBﬂeHO;

¢ QO3HaAKOMJIEHUEe Cy6'b€KTa gocrtyna c «I'IepequM HprOHaﬂbeIX OaHHbIX» n

YCT@HOBMNEHHbIM AN HEero ypoOBHEM MNOfIHOMO4YMIA, a TaKke C
OpraHu3aLnOHHO-pacnopsanTenbLHON n pabouyeit OOKyMeHTaumen,
onpepensowen TpebosaHns M NOpsAoK 06pa6OTKVI KOH(bMAeHUManbHon
uHdpopmauun;

s obecneyeHue oxpaHbl 00bEKTa, HA KOTOPOM pacnonomeHa sawmaemas
WCMAH, cobcTBEHHBIMM cunamu WA €  NPUBNEYEHUEM = CTOPOHHEN
opraHusauumn niobbimn cnocobamu, npefoTBpaLLalOWMMU UNY CyLLECTBEHHO
3aTpyaHsiowmMn xuweHne texHuyeckux cpeacts UCMNAQx MALOY a/c Ne7
CbeMHbIX, BCTPOEHHbIX W  pes3epBHbIX  HOcUTEnew, a  TaKkke
npefoTepallaloWLMMU HECAHKLMOHUPOBAHHbIA [OCTYN K UH(OPMaUUOHHLIM
pecypcam UCTMOH MALOY a/c Ne7 u kaHanam CBA3U;

e Ha3Ha4yeHWe [OSHKHOCTHbIX JWLY, OCYLUECTBIAWMNX Y4YeT,” XpaHeHue wu
Bblgavy CbEMHbIX W pe3epBHbIX HocuTenen nHpopmaumn, naponen, Knoyen,
BeAeHne cnyxebHo wHpopmauun cuctembl 3awmTbl MHPOpMaUUU OT

HEeCaHKLUMOHUPOBAHHOIO  A0CTyna, nNpueMKy Bkioyaemblx B WCMOH.

NPOrpaMMHbIX CPEACTB, @ TaKke KOHTPONb 3a XO[OM TEeXHOMNOrMYEeckoro
npouecca 06paboTku nepcoHanbHbIX AAaHHLIX U T. 4.;
e paspaboTka cucCTeMbl 3awWnTbl MNEPCOHanNbHbIX AaHHbIX,  BKIoYas
COOTBETCTBYIOLLYIO OpraHu3aunoHHO-pacnopsanTEnbHYI0 AOKYMEHTaUWIO.

B uensx auddepeHUMpOBaAHHOrO noaxoda K 3alyuTe NepPCoHanbHbIX AaHHbIX
KOMHMCCHEN, HasHayeHHou pykosogutenem MALOY a/c Ne7, ApoBOAMUTCA onpeaeneHve
ypoeHsa 3awmuieHHocTn NCIMNAH «HO» ¢ coctaBneHnem akra.

OcHOBHbIE MEPONPUATASA NO NPEefOTBPALLEHNIO HECAHKLMOHMPOBAHHOrO AOCTYNa K
nepcoHansHbiM fadHeim MAZIOY a/c Ne7»:

a) pasrpaHudeHne 4ocTyna K nepcoHanbHbIM AaHHbIM;

B) ynpaBneHme MOTOKaMM NEepCOHanbHbIX AaHHbIX B LENsx npefoTspalleHust
HECAHKLIMOHMPOBAHHOM 3annUcy AaHHbIX HAa CbeMHbIE HOCUTENN;
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B} onpefeneHne eguHoro nopsiaka naposibHoW samTel (cMm. [Npunoxenue 6);

I} uaeHTUgMKauus nonb3oBaTeneil U MOATBEpXAeHWe uX Npasa Ha paboty ¢
aanpailmsacmon uddopmauymen;

A) perucTpauvs gencTeuin nons3osartenen 8 UCHOH; .

e}peakuma Ha  MOMbITKW  HECaHKUWOHWPOBaHHOIO  AOCTyna,  Hanpumep,
oeHanu3auusg o nonbiTke, ONOKMpoBKa AOCTyNa, BOCCTAHOBNEHWE NOCMe NOonbITKA
HECAHKLIMOHMPOBAHHOIO AIOCTYNA K NpexHemy 6e3onacHoMy COCTOSHUIO U T. 4.;

X} TecTmpoBaHue nHdopmaunoHHbix pecypcos MCIIOH ¢ nomotlbio crieuunanbHbIX
MPOrPamMMHbIX CPEACTB BblBNEHUA YA3BUMOCTER;

3) OMMCTKa onepaTMBHOW NamATM M pabounx obnacTe’ Ha CbEMHbIX HOCUTENAX
mepeoHanbHbLIX JaHHbIX Nocne npekpaileHns unu 6nokuposku paboTbl nonb3osBaTens ¢
WCT1aH;

M) Y4YET BbIXOAHbIX KOHMUAEHUManbHbIX NeYaTHbiX, rpadpuyeckux opm 1 TBe&AbIX

3.3 3awumra nepcoHanbHbLIX AAHHbIX OT HECAHKUMOHUPOBAHHOIO M
HenpeaHamepeHHoro BO3AeNCTBUA

3awmTa nepcoHanbHbIX AaHHbIX OT HECAHKLUMOHVPOBAHHOIO 1 HENpPeAHaMEPEHHOro
BORACHCTBMS OCYLLIECTBNAETCA NO CNeayowmM HanpasneHusm:

a) cobmogeHne nopsaka paspaboTkn, BBOAA B AEWCTBUE M IKchnyaTauuu
abwexToe uHdopMaTu3aumy;

D) onpegeneHve ycnosui pasmelleHns UHGopMaunoHHbIX pecypcos WUCTIOH
OTHOCHTENBHO PaHUL, KOHTPONMPYEMON 30HbI; .

B) OnpefienieHne  TEeXHWYEeCKMX CpeacTB UM CUCTeM, npeanonaraembix K
mcnonszosaduio B UCINOH n cuctemax cBssu, yCrnoBuii X pacnonoXeHus;

ry onpegeneHue pexumos ob6paboTku nepcoHanbHbIX A3HHBIX B ncnas MAOOY
Afc Ne7 B UenomM 1 B OTAENbHbLIX KOMNOHEHTAX;

[) yCTaHOBNEHWe npasun pasrpaHuyeHuss Joctyna Ans nonb3oBaTenen ¢ uenbio
MMEMMM3ALMA X BO3AENCTBMA Ha nporpammHble K annapaTHbie — cpeacrtsa
asToMam3aLUun obpaboTkn nepcoHanbHbIX JaHHbIX; -

€) MoBbILUEHME YPOBHSI KBanudukauum nonb3oBatenein U 06CNYXUBAKOLLEro
nepcoHana, nepuognyeckoe u BbIDOPOYHOE TECTUPOBAHWE 3HAHWUKA U KBanudukauun B
obnacTi WHdopMaLMOHHON Ge30racHOCTH;

X) KOHTPOSb, TEXHUYeckoe obcnyxuBaHue W obecneyeHne YCTaHOBMAEHHbIX
pexaimos paboTtel TCIN B uenax npegynpexgeHus ux cboes, aBapui, HeMCI‘IpaBHOCTeVI
(cm. MNpunoxeHue 1 HacTosAwero PernameHTa);

3) IPUMEHEHNEe NOCTOAHHO  OOHOBASEMOro  aHTUBMPYCHOFO  MPOFPaAMMHOrO
obecnieyeHuns, :

W) 3awmta OT NPUPOAHBLIX W TEXHOTEHHbIX SIBMEHUN W CTUXUHBLIX OencTeuit
{moxapbl, HaBOAHEHUA W T.N.);

K) npegynpexgenue nepegaqu KOHd)VIAeHLWIaﬂbelX nepcoHarbHblX AaHHbIX MO
OTKPLITHIM NIMHUAM CBA3MN U nX 06paboTKM He3aLMLLEHHBIMY TEXHUYECKUMU CPeaCcTBaMMU;

7} CTporoe BbinonHeHne paboTHMKaMU YCTaHOBINEHHbIX B OpraHusaunm tpebosaHuit
N0 3alMTE NepPCOoHanNbHbIX f4aHHbIX;

M) opraHusauma 3 PEeKTMBHOIO KOHTpons Bbll’lOJ‘lHeHMFI NPeayCMOTPEHHbIX Mep
3ALUMTLI NEPCOHANbHbLIX AaHHbIX;

H) ncnonb3sosanne VCIH B 3alULLEHHOM UCTIONMHEHUN.

3.4 3awmTa nepcoHasnbHbIX AaHHbIX OT pacnpoCcTpPaHeHUs HeorpaHUYEeHHOMY
. Kpyry nuu _
MpaBoBoit ocHoBon paGoTbl ¢ pabotHukamu MALOY a/c Ne7, ponylieHHbIMK K
o0bpaboTke nepcoHanbHbIX AaHHbIX, ABNAIOTCA:
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* Hanuuue B TPYAOBOM [OroBope NyHKTa O apasunax paboTbl CO cBeAeHNSMN,
OTHOCSLLMMCS K NEPCOHaNbHbIM JaHHbIM;

® Hanuune B [OOIMKHOCTHOM perflaMeHTe Win LOMKHOCTHON WHCTPYKUWW
paboTHuKa NyHKTOB O Mepax 6esonacHOCTV npu 06paboTke NnepCoHanbHbIX
[AaHHbBIX N OTBETCTBEHHOCTb 3a €€ HEeCaHKLUMOHUPOBAHHOE pasrnalleHune;

s Hannune «llepevHs nepcoHanbHbiX AaHHbIX, obpabaTbiBaembix B MALOY
a/c N7, VHCTPYKUUR U pernaMeHToB. Mo 3awure NepcoHanbHbiX AaHHbIX,
O3HAKOMJSIEHME C KOTOpPbIMW AOSDKHO NPOBOAUTLCS pabOTHMKOM B NEpBbIN
AEHb 3acTynfieHus Ha [OMKHOCTbL U noa obasaTenbHylw pochiuck B
O3HAKOMNEHUN;

s co3fjaHune paboTHMKam [JOCTaTOuHbIX YCRoBui ana  obecnevyeHus.
3ppekTUBHON 3aLUTLI NEPCOHANbHDBIX AAHHDbIX.

B uensx npepynpexaeHus pasriaweHus nepcoHanbHbIX AaHHbIX CTPYKTYpHOEe
mogpasfgencHne  unu  HasHadeHHoe nmuo MALOY a/c Ne7, oTBeTCTBEHHOE 3a
abecneuchre 6esonacHocTu H, opraHusyeT meponpuaTuss No ayavTy 3alULLEHHOCTU
BEPCOHANBHBIX [aHHbIX, TECTUPOBAHUIO YPOBHS OCBELOMJIEHHOCTU NepcoHana o mepax
Xmigihi, [POBEpPKM npoueayp asBTOMaTU3UPOBAHHOW W HeaBTOMATU3UPOBAHHOM
obpaboTi nepcoHanbHbIX JaHHLIX HA COOTBETCTBME pernameHTam UHGOopMaLMOHHON
GeonacHocTu.
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4 NOPANOK PE3EPBUPOBAHUA U BOCCTAHOBIJIEHUA
PABOTOCMNOCOBHOCTN UCTIAH «HO»

OTBETCTBEHHBIM 3a pearnpoBaHue Ha WHUMZEeHTbl Bes3onacHocTu, npueosaLme K.
moTepe 3aljmuiaemMon MHdopmauun, ABMSETCA NULO, OTBETCTBEHHOE 3a obecneyeHue
6eaonacHocTy MNAH.

OTBETCTBEHHbIM 32 KOHTPOSib obecneyeHust MeponpuaTuili No npefoTBpalleHuto
mapaeHToB 6e30NacHOCTH, NPUBOAALNX K NOTEpe 3alluiLliaeMon vmcbopmaumm ABnsieTcs
Mmal0. OTBETCTBEHHOE 3a opraHusauuto obpabotku MN4H.

4.1 Mopaaok pearpoBaHUA Ha UHLUMACHT?
MpowucliecTsure, Bbi3blBalOLLES UHLUMAEHT, MOXET NPOU3oNTH B pesynbTare:

e HemnpeaHaMepeHHbIX AeACTBUI Nonb3oBaTenen.

e npefHamepeHHbIX 4eNCTBUIA NoNb3oBaTenen n TpeTbUX nuu,.

s HapylweHua npaswun aKcrnyatauun TexHuyeckux cpeacts UCMAx MAOOY
n/c Ne7 .

- BO3HVWKHOBEHWA BHELUTATHbIX cmyaumﬁ n obCTOATENLCTB Hénpeo,qonmmoﬁ
Cunbl.

Bece peiictBus B . npouecce pearMpoBaHuss Ha  WHUMAEHT  OOMXKHbI
MOKYMEHTHPOBATLCA OTBETCTBEHHBLIM 3a pearnposaHne paboTHUKOM.

B kpaTyanwmne cpoku, He npesbiaoLme ogHoro paboyero AHs, OTBETCTBEHHbIE 3a
pearwposaHne pabdotHukn MAZIOY a/c Ne7 npeanpuHuUMaloT Mepbl NO BOCCTAHOBMNEHUIO
pabotocnocobHocTu. [peanpuHumaembie Mepbl N0 BO3MOXHOCTW  COrnacylTcs C
EAUECTOALMM pyKoBOACTBOM. o HeobxoammocTu, epapxus cornacoBaHus MoxeT 6bITb
EIpYWeHa, C  LEnblo  ONepaTWBHOrO  MOMYYEHUS  BbICOKOKBANMMULIMPOBAHHOI

ERCYN6TSLAN,

4.2 Mepbl o6ecneyeHnn HenpepLIBHOCTM PaboThbl N BOCCTAHOBIEHNA PecypcoB
WpN EO3HUKHOBEHNM MHLMACHTOB

&

4.2.1 TexHuyeckune mepbl

K TexHuyeckum mepam obecriedeHusi HenpepbiBHOW paboTbl U BOCCTAHOBMEHUS
OTHOCATCA NPOrpaMMHble, annapatHble W TeXHW4Yeckue CpeacTsa ' U CUCTEMBL,
WCNONL3YEMbIE N7 NPpeaoTBpaLleHna BOSHUKHOBEHUA VIHUMAEHTOB, Takue Kak:

® CcUCTEMbI Xun3HeobecneyeHus;
cucTembl obecneyeHmsa 0TKasoyCTONUMBOCTY;
CUCTEMbl PE3EPBHOTO KONMPOBAHUA U XPaHEHUS OAHHbIX;
CUCTEMbI KOHTPONSA hrU3n4ecKkoro goctyna.
CucTtembl xn3HeobecneverHusa NCIMOH skntovatoT:
NOXapHble CUTHANU3aLMN N CUCTEMbI NOXaPOTYLUEHUS;
CUCTEMbI BEHTUNALMK U KOHAULNOHMPOBAHUS;

® CUCTEMbl PE3EePBHOIO NUTAHUS.

Bce «kputuuHble nomewenus MA,D,OY nlc Ne7 (nomelleHns, B KOTOpPbIX
pasmetiialotca anemenTol NCMNOxH MALOY a/c Ne7 wu cpepactBa 3awuTbl) 060pyaoBaHbl
CpeACcTBamMun NoXapHON CUrHanM3aunn u NOXapoTyLUEHUS.

Ona BbinonHeHuns TpeboBaHWii No aKcnnyaTauwu (Temnepatypa, OTHOcUTEnbHas
BASHOCTb BO34yXa) nporpammHo-annapaTHbix cpegacts VUCTOH B nomeLLeHusiX, rae oHu
YCTaHOBMEHbI, MPUMEHSIIOTCA CUCTEMbI BEHTUNALMN N KOHAMLMOHNPOBaHUS BO3dyXa.

o

2 :
© ITon MHUMAEHTOM IMOHUMAETCSI HEKOTOPOE NPOKCIIECTBHE, CBA3aHHOE cO COOEM B (PYyHKIMOHMPOBAHHM
aemerroB UCTIT «<HO», npenoctasnsembix noss3zosarensm UCIIJIH, a Tak e notepeii 3amumaeMoii HHGOpMaLmH.
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Hna npepoTepalleHna notepb MHOpPMaUMK NpU KPaTKOBPEMEHHOM OTKIOYEHUN
anexTposHeprun Bce Knouyesble anemedTol UCMOH MALIOY al/c Ne7 , certesoe u
mOMMYHWKaLUWOHHoe obopyaoBaHue, a Takke Haubonee KpuTudHble paboune cTaHuuu
BOAKIHOMAIOTCA K CeTU SNEKTPONUTaHuA 4yepes UCTOYHUKN BecnepeboiiHoro nutaHua. B
IWWCHMOCTU OT HEOBX0ANMOro BpeMeHu paboTbl pecypcoB MOCAne NoTepu NUTaHus MoryT
EPMMCHSTLCA Creylowme MeTobl Pe3epBHOro 3NeKTPOnUTaHUS:

e nokanbHble WUCTOYHUKM OecnepeborHOro 3NMEKTPONUTAHWUS C PasNUYHbLIM
BPEMEHEM NUTAHUS ANA 3alMTbl OTAENbHbLIX KOMMNbIOTEPOB;

e NCTOvHUKM BecnepebonHOro NUTaHMA C [ONOSHUTENBbHON YHKUMENR 3aLUnThI
OT CKaYKOB Hanps)KeHus:; .

o aybnuposaHHble CUCTEMbl 3MEKTPONUTaHUMA B YCTpoOWCTBax (cepsepsl,
KOHLEHTpaTopbl N T. 4.); '

s pe3epBHble NUHUN INEKTPONUTAHNSA B Npeaenax KoMnnekca sgaxuim; >

e aBapuiiHble ANEKTPOreHepaTopbl.

Cuctembl obecneyeHns 0TKasoyCTONYMBOCTH:
e KnacTepmsauus;
- » TexHonorus RAID.

Ons obecnevyeHust 0TKa3OyCTOWUMBOCTU KPUTUYHBIX KomRoHeHTos UCTMOH MALOY
akc Ne7 nipu cboe B pabote 06opyaoBaHusa U UX aBTOMaTUYECKON 3ameHbl 63 NpocToes
ENONB3YI0 MeTodbl KnacTepusauuu. MoryT  ucnonb3oBaTbCA crneaywlue MeToabl
ssactepusauun: ana Hambonee kputudHbix komnoHeHtoB WCMAH MALOY np/c Ne7
MOSOKHE MCNONBb30BATLCA TEPPUTOPUANLHO YAANEHHBIE CUCTEMBI KNAacTEPOoB.

Ons 3awuTbl OT OTKA30B OTAEribHbIX AWCKOB CEPBEPOB, OCYLIECTBAOLNX
abpaboTky U XpaHeHVe 3awuvwaemMoinn uHdgopmauuu, AOMKHbI  UCNONL30BaTLCA
vexonoimn  RAID, kotopble (kpome RAID-0) ApUMEHAIT AybénuposaHue AaHHbIX,
NpESSMBIX HA JUCKax.

CucreMa pe3epBHOro KOMUPOBaAHUA U XPaHEHUst LaHHbIX, OOJDKHA oGecneqleaTb
WpESHSHHWE 3aLMLLIaeMOi MHcpopmaumm Ha TBepAbl HOCUTENb (NEHTY, XECTKUA AUCK U
TA).

4.2.2 OpraHusaumoHHbie Mepbl

PesepBHOe KonupoBaHWe U XpaHEeHWEe [aHHbIX [OMKHO OCYLUECTBAATL Ha
NePHoaUYESCKON OCHOBE:
e Ans obpabaTbiBaeMbIX MEPCOHAsSbHLIX AaHHbIX — HE peXe pasa B Henemo
* N5 TEXHONOrMYECKo HopMaUumn — He pexe pasa B Mecsl;
® 3TaslOHHble KOnNUM nporpaMMHoro obecneveHus (onepaumnoHHbIE CUCTEMbI,
WiTaTHOEe W cneynanbHoe nporpammHoe obecneyeHue, nporpaMmmMmHble
cpefcTBa 3aluTbl), C KOTOPbIX OCYLLECTBNAETCS UX YCTAHOBKA Ha 3NEMEHTDI
NCNan MALOOY palc Ne7 — He pexe pasa B Mecay, v Kaxablih pas npu
BHECEHUW N3MEHEHWI B 3TaNOHHbIE KONUU (BbIXOA HOBbLIX BEPCUI).
HauHble o0 npoBegeHue npouedypbl  PE3epBHOrO KonmpOBava; AOMXKHbI
OTPaKATLCA B CNELManbHO CO34aHHOM XypHane yJyera.
Hocutenu, Ha KoTOpble NpPoOW3BEAESHO PEe3epBHOE KOMMPOBaHME, JJ,OJ'I)KHbI ObITb
NPOHYMEPOBaHbl. HOMEPOM HOCUTENSA, AATON NPOBEAEHUSA PE3EPBHOTO KOMUPOBaHUS.
Hocutenn pomkHbl XpaHWTbCS B HECropaemom mxacby unu  nomeLleHun
0bOoPYA0BaHHOM CUCTEMOW NMOXAPOTYLLEHUS. '
Hocutenn nomxHbl XxpaHUTbCA HE MeHee roaa, ANs BO3MOXHOCTIU BOCCTaHOBMNEHUA
BAHHBIX.
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5 MOPAAOK OBPALLEHUA CO CPEACTBAMM KPUMNTOMPA®UYECKON
SALLUNTbI UHOOPMALIUN

Mcnonb3oBanne CK3MWM B MAILOY g/c Ne7  Heobxogumo ANs [LOCTUXKEHNSA
cReayioLmx Luenen:
e obecneueHue uenoctHocti MNH, obpabarbiBaembix B MCH.[I,H
o obecneyenne kKoHpuaeHumansHocTu MNOH, obpabartuiBaemblx 8 UCMNOH;
¢ ofecneveHne HEBO3MOXHOCTW OTKa3a OT aBTOPCTBA BHECEHHbLIX U3SMEHEHUN
B obpabaTtbiBaemsble MOH.
CK3U 8 UCTOn MALOY a/c Ne7 npumeHsitoTCsa Ans pewleHns cnenyloumx 3ajav:
e nepegava NH 3a npenensi KOHTPONMPYEMOWN 30HbI;
s 3aBepeHue ANEKTPOHHO-UMPOBO NOANUCHIO AOKYMEHTOB;

5.1 CoctaB CK3U

Iina gocTkeHua BbillieyKasaHHbIX Lenei MOryT UCMOoNb30BaTbCs NPOrpaMMHbIE U
mporpaMmHo-annapartHblie CK3W, coctas koTopbix yTBepxaaetcs JInuom, oTBETCTBEHHbLIM
3@ opranusaunio obpaboTku nepcoHanbHbIX AaHHbIX:

5.2 YueT ncnonb3yembix CK3U

CK3W, akcnnyataunoHHas N TexHu4eckas AOKYMEHTauus K HUM, UCNomb3yemMble B

KZI"IJ],H MALOOY p/c Ne7, nognexaT NO3K3eMMNSPHOMY yyeTy B )KypHane yyeta CK3N
e TpunoxeHue 2 K HacTosweMy PernameHry).

MoaksemMnNapHbLIA ydeT OCyLUECTBASET NULO, OTBeTCTBeHHoe 3a° obecneyeHne
Besonactocty MOH. Mpu BegeHun y4veta, nporpammHble CK3W AomkHb! yy4nuTbiBaTLCS
COBMECTHO C annapaTHbiMU CpeacTBaMu, C KOTOPbIMM Ocyu.leCTBJ'IﬂeTCFI ux LTaTHas
mIuTyaTaums.

Eaunuueii nosksemnnspHoro ydeta CK3M sBnseTcsi oTuyxaaemblit KnoueBoi
ROCMTENL  MHOTOKpaTHOro  ucnonesosaHusa. . [lpu  ocyulectBneHun  nepesanucu
WpETTOrpahmMyecknx KNioder Ha HocuTenb nuuo, OTBETCTBEHHOE 3a obecneveHue
6esonacHocTn TH, 06A3aHO ocCywlecTBUTL €ro NOBTOPHYK peructpaumio B XXypHane
noaaeMnnsapHoro ydyeta CK3WM ¢ ykasaHMem cBeAeHMA O BHOBb 3anMCAHHbIX
spaTToIpaduyeckux Knovax.

Hymepauua Hocutenen CK3W Begetcs B 'COOTBETCTBUM C MH,qum,qyaanblmm
HoMepaMi, npucsanBaemMbimu narotosutenamm CK3N.

5.3 fonyck paGoTHukoB k CK3U
5.3.1 Mopsaaok oopMneHuns ponycka kK CK3U

Honyck Monb3sosatenen MNOH k paBote ¢ CK3W ocyliecTsnserca Ha OCHOBaHMM
3aABKH, NO4ABAEMON OT UMEHWU PYKOBOLAMTENSA CTPYKTYPHOrO NOApasfeneHuns, K KoTopomy
OTHOCKTCS paboTHUK, NuLy, OTBETCTBEHHOMY 3a obecneveHne 6esonacHocTu MOH.

B 3asBKe ykasbiBalOTCA cneayolme ceeaeHus: :

* fepeyeHb 3afay, AnsA KOTopbix Heobxoanmo ucnonssosaHne CK3U;
e Nepuo BpeMeHU, B TeHeHne KOToporo Heobxoammo ncnonbsosaHne CK3U.

Tluuo, oTBeTcTBEHHOE 3a 0BecneyeHune 6esonacHocTn MH, 06a3aHo npoBecTu nog,
nognMck obyyenne Monbsosatens MJn npasunam pabotel ¢ CK3U, k koTopbiM OH GyaeT
AOITYLIEH.

Honyck MNonbsosaTeneit MNAH k paGoTte co CK3U COMpOBOXAAETCHA 3aHeCEeHVeM
mpopmMaLinm, ykasaHHon B 3asske, B [MepeyeHb nuu, gonyueHHbIx K paboTe ¢ CK3W.
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5.3.2 lNMopsapok Bbigauu CK3U

Ssemnnspsl CK3U, akcnnyaTauynMOHHOW W TEXHUYECKOW AOCKYMEHTauuu K HUM
mae0TCA Non noanuce Nonbsosatenmo MNH, Npy yCcnoBuu Hanuyus y HEro gonycka K
CX3W. Nonssosatenn [lNOH HecyT nepcoHanbHyl0 OTBETCTBEHHOCTb 3@ COXPaHHOCTb
BRAHOTO MM ak3emnnapa CK3.

Jlnuo, oteetcTBeHHOe 3a obecneveHne GesonacHocTu FH, BbIAAET OCHOBHOW
scesnnap CK3M nuuno TMonbsosatenio M[H, npu  HeoBXOAMMOCTH, pe3epBHbIiA
FISMIUIAP TOTO XKe KNniova NoMeLwaeT Ha XpaHeHue B ceind.

5.3.3 Hopapok nepecmoTtpa npaB gonycka K CK3U

Jivuo, oTBeTCTBEHHOE 3a ObecneveHne GesonacHoctu NOH, 0683aHO NnponsBoAUTL
emesccauHEil  nepecmotp pgonycka [H k CK3U nytem ananusa [lepeuynsa nuu,
monyueHHbX K pabote ¢ CK3U. . N

B cnyuae o6HapykeHus [lonbsoBateneit T[H C uCTeKaloWyM  CPOKOM
monoinib3oBadua CK3W, nuuo, otBeTcTBeHHoe 3a obecnedveHue GesonacHoctu MIH, He
mevee yem 3a 5 pabounx gHein, ob6s3aHO onoBecTUTb MoOMb3oBaTeNsA O NpekpaillieHun
mcnons3osadns CK3U.

5.3.4 Nopsapok npexkpaieHus npas gonycka u nabatua CK3M n3 obpaiteHns

lNpexpauieHne npas gocryna lNMonw3oBaTens MAOH k CK3U ocywecTsnseTca nuLom,
OTBETCTBEHHbIM 32 06ecneveHue 6esonacHocTu NH, B cne,qylou.mx cnyvasx:
e JOCTUrHYThI Lenu ucrnonssosaHusa CK3Y;
* WCTEK NEPUNOA BPEMEHW, YKa3aHHbIN B 3asiBKE;
» yBonbHeHue [lonbsosatens MNOH unu ero nepesog Ha Apyryl0 AOMKHOCTD,
HEe CBA3aHHYI0 C HEO6X04MMOCTbBIO NCNONb30BaAHUA CK31.

Mpu HacTynneHun BbllleykasaHHbIX Cly4aeB, nKMLUO, OTBETCTBEHHOE 3a
obecneyenne 6esonacHoctu TNAH, ocywecTtenseT ucknioveHune Monbsosatens MOH u3
Nepeuns nuy, aonylleHHbiX k pabote ¢ CK3U n usbimaetr CK3U 3 obpallexus. Mepen
NOBTOPHLIM UCMNONb3OBAHNUEM: C OCHOBHOIMO U pe3epBHOrO KroyeBbix Hocutenen CK3U
np# NIOMOLLM CPeACTB rapaHTUpPOBAHHOrO YHUMTOXEHUSt [omkHa ObiTb  yaaneHa Bes

whopmMaLns.
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6 NOPANOK OBPALLEHUA C MATEPUANBHBIMUA HOCUTENAMU
NEPCOHANbHbBLIX AAHHbLIX

YyeTy nognexar cnepyowme Tunbl MawMHHbLIX Hocutenen MAOH:

e OTYYXAaeMmble Hocutenu uHdopmaumn (BHELLHUE >XEeCTKNe MarHuTHbie
AUCKN, MbKMe MarHuTHble AWCKW, MarHuTHble nedTbl, USB  dnew-
HakonuTenn, KapTtbl dnew-namaTn, ontndeckme Hocutenu (CD, DVD, Blu-
ray n npoyee); -

* HeoTYyXaaemble HocuTenu UHpopmMaLmn (XkeCTkne MarHUTHble GUCKHN).

6.1 NMopapok opraHuM3auunm y4Yéra MaWIMHHLIX HOCUTENIen, coaepxalmx:
nepcoHanbHblie AaHHble

Bce mawmHHbie HOCUTENW AaHHbLIX, UCnonb3yemble npu paboTte co cpeacTBamu
BeiUMCUTENbHOW TexHukn (panee CBT) gna o6paboTku v xpaHeHus nepcoHalibHbiX
AaHHbIX, 06a3aTenbHO PErucTpUpyroTes U yuntoiBaloTcs B «KypHane yyeTta MallMHHbIX
Hocurtenen MNMAH, obpabatsiBaembix B UCMNOH MALOY a/c Ne7 (panee — XypHan yyeTta
HocuTenein) ¢ NPUCBOEHUEM WHAMBWAYaANbHOrO y4eTHoro Homepa (cm. [punoxeHue 3
HacTtoswero PernameHTa).

OTBETCTBEHHOCTb 3a XpaHeHWe MalunHHbIX HocuTenen MNOH u BegeHue XXypHana
yuyeta Hocutenein B MALOY a/c Ne7 HecéT nuuyo, oTBETCTBEHHOE 3a obecneveHue
6esonacHocTu MOH.

YueTHblh Homep W rpud  «KoHduaeHumanbHO» HAHOCATCA Ha HOCUTEnb
WHpOpMaUMM My ero Koprnyc. Ecnv HEBO3MOXHO MapKMpoBaTb HEMOCPEACTBEHHO
MALMHHBIA HOCUTESb AaHHbIX, TO MapKMPYETCS YNakoBKa, B KOTOPOW XpaHUTCst HOCUTENb.

HecbeMHble JKeCTKMe MarHuTHbie [OWUCKW 3aKpennsalTca 3a  paboTHMKOM,
OTBETCTBEHHbLIM 3a CBT, B KOTOPOM OHU YCTaHOBMEHbI.

6.1.1 NMopsagok ncnonb3oBaHUA MaWKWHHbIX HOCUTENEN NepCOoHarbHbIX AaHHbIX

MawuHHble HocuTenu paHHbIX BbigawTcA lMonb3oBatenam wunu Apyrum nuuam,
ydacTeylowmm B ob6paboTke nepcoHanbHbIX OaHHbIX, ANnsa paboTbl Nog pacnucky B
HypHane yyeta Hocutenei. Mo 3aBepiieHuy paboTbl MaLUUHHbIE HOCUTENW AAHHbLIX
GAATCA NULly, OTBETCTBEHHOMY 3a oGecnevyeHne 6esonacHocTy MOH.

YHUUYTOXEHME NEepCOoHanbHbIX AAHHbIX C. MaTepuanbHOro HOCUTENS NPOUCXOAUT
AYyTEM OUUCTKU UHOPMALIMM C UCNONb3OBAHUEM CEepTUULMPOBAHHBLIX NO TpeboBaHUAM
BGesonacHoCTU MHOpPMaUUN CUCTEM rapaHTUPOBAHHOIO YHUYTOXEHUSA MHGOpMauuu, a
Tak Xe C NPUMEHEHUEM nNPUKNagHOro mnporpaMMHoro obecneyeHusi, MO3BOMSAIOLENO
BbINOMHATL MHOrOKpaTHYIO Nepesanncb BCero 3NeKTPOHHOro Hocutens ncesaocnyyanHoin
nocneaoBaTenbHOCTLIO. :

MNMocne yHWYTOXEHUA  WHOPMALMM  MALLMHHBIE  HOCUTENU - MPOAOIDKAIT
MCNonb30BaTbCA HapaBHe C APYrMMU MaLLMHHBLIMU HOCUTENSAMI NepPEoHanbHbLIX AaHHbIX. B
fnocrneaylowiemM 3T HOCWUTENW MOBTOPHO WCMOMbL3YIOTCA AN 3anucu uHdopmaumu,
cofepxallein nepcoHanbHble AaHHbIe. ,

B cnydae nospexpgeHus MalUMHHBIX HOCUTENEW, copepKawmx nepcoHanbHble
AaHHble, paboTHUK, 3a KOTOPbIM 3aKpENNEH HOCUTENb, COOBLLAeT O CNYYMBLLEMCS CBOEMY
pykosoauTento.

MNMoBpexaeHHble MaTepuanbHble HOCUTENN YHUYTOXAKTCA 3MEKTPOMArHUTHLIM Vu
dusmnyeckum BO3feNCTBUEM nnbo WHbIM,  crnocobom, ©  npeaycMOTPEHHbIM
aKcnnyaTaumMoHHON N TEXHUYECKON AOKYMEHTaLMen K HuM.

I'Iepeaaqa CLEMHOro HoCUTEns, cofepXallero nepcoHarnbHble AaHHble, TPeTbUM
opraHmsauMﬂM npou3BoAUTCA B COOTBETCTBUM C TpebosBaHusamu aorosopa mexagy MAAOY
Al/c Ne7 u TpeTbum nuLOM.
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Va

MalumHHbIE HOCUTENW [aHHbLIX MNEepecbialTcs B TOM e nopsake, 4To u
KoHuaeHUuansHble BymaxkHbie 4OKYMEHTbI.

Mpu durkcaumm nepcoHanbHbIX AaHHbIX HA MALLNHHBIX HOCUTENAX He AOoNnycKaeTes
duKkcauma Ha OAQHOM MALLMHHOM HOCMTENe NepCoHanbHbIX AAHHLIX, Uenu obpaboTKu.
KOTOPbIX 3aB€4OMO HE COBMECTUMBI.

BblHOC MalLMHHBIX HOCUTENENR, CoAEPXalMX NepcoHanbHbie AaHHbIE, 3a npenensi
KOoHTponupyemon 30Hbl MALOY p/c Ne7  sanpewaetca 6es COOTBeTCTByIOI.I.leI'O
paspelleHnsa nuua, OTBETCTBEHHOIO 3a obecneveHune 6e3onacHoCTH I'I,IJ,H

6.1.2 Mopagok XpaHeHUs MalMHHbIX HOCUTENEeH, co,qep;xaumx nepcoHanbHble
DaHHble

XpaHeHue Hocutenein, cogepxawmux [10H, ocyuwectBnsetcas B Yycnosusx,
UCKIOYAIOLWNX BO3MOXHOCTb XULLEHUS, U3MEHEHWSA LENOCTHOCTU WM YHUYTOXEHUS
coaepXalencsa Ha HuX nHcpopmauun. »

OTuyXgaemble CbeMHble HOCUTENU MOCfie OKOHYaHUs pa60Tb| C HUMM [OMNXHbl
ybupatbcs B celichbl unu wkadbl, 3anMpaemMblie Ha KIiou.

He ponyckaetca ocTaBnatb Ha pabodvem ctone unu B CBT malumHHble HocuTenm
coaepxauue MNaH.

MepcoHanbHyl0 OTBETCTBEHHOCTb 3a COXPAHHOCTb MOMYYEHHbIX MaLUMHHbIX
HocUTenein n npeaoTepalleHne HeCaHKUMOHUPOBAHHOIO AOCTyNa K 3anucaHHbIM Ha HUX:
MAH HeceT paboTHUK, 3a KOTOPbLIM 3aKpenneH HoCUTEnNb.

6.1.3 XpaHeHue HocUTeren pe3epBHOro KONUPOBaHUA

OpraHusauus w npasuna XpaHeHWst HOCUTENENn pPe3epBHOI0 KOMUPOBAHWUS
OCYLLECTBNSAETCA B COOTBETCTBUM C npasmnamw N3MOXEHHbIMY B pasgene 4.2.2
HacTtosilero Pernamexra.

6.1.4 MopAanoKk  YHUUTOXEHUA MalWMHHLIX  HOCHUTeneil,  copepkalmx
nepcoHanbHble AaHHbIe :

OcHoBaHWEM ANsi YHUMTOXEHUS MalUMHHLIX HocuTenen, copepxawmx [MOH,
ABNAETCA MNOBpEeXAEHVWe MALUMHHOTO HOCWUTENs, WCKMovalowee ero AanbHeililee
“ucnonb3oBaHWe WUNU roTeps npakTU4eckol LEeHHOCTU HocuTena. Pewsenne 06
YHUHTOXEHUM MALUMHHOTO HOCUTENs NPUHWAMAET JINLIO, OTBETCTBEHHOE 33 obecneveHne
6esonacHocTu MOH.

CnucaHHble MalLMHHbIE HOCUTENU, NOANEXALUME YHUYTOXEHMIO, XPaHSITCS Y Nuua,
OoTBETCTBEHHOro 3a obecneyeHue 6esonacHocTu MNOH, B 3anakoBaHHbIX kKopobax, kopoba:
MapKUPYIOTCA NOMETKON «HA YHUHTOXEHMEY.

YHUYTOXEHNE NPOU3BOAMTCA Pa3 B rof NyTeM WX (hU3NYECKOTO Pa3pyLLEHUs C
npeaBapuUTeEnbHbIM 3aTUpaHUeM (YHUYTOXEHUEM) coaepallenca Ha Hux MH, ecnn aTo
Mo3BONAIT husnyeckme NpuHUMNbI paboTbl HOCUTENS.

YHUYTOXEHNE MaluMHHLIX HocuTenen npoussoputcst Komuccueidh B coctaBe He
MeHee Tpex uenosek, B coctaB Komuccun pomkHbl oBA3aTenbHO BXOAWTL LD,
oTBeTCTBEHHOE 3a obecnedveHve 6esonacHoctu [H, U nuUO, OTBETCTBEHHOE 3a
opraHusauuto obpabotku [OH. lMocne yHWNTOXEHUS BCeX MalUMHHLIX HocuTenewn
cocraenseTcsa AKT 00 yHuuToxeHuu (cMm. MNpunoxeHue 4 Hactoswero PernamexTa).

Mpy YHUUTOXKEHUN MALLMHHBIE HOCUTENW AaHHbLIX CHUMAalOTCA ¢ yyeTa. OTMeTKa 06
YHUUTOXEHU HocuTenen npocTaenseTcs B JKypHane yyeta HocuTenen.

6.2 [MopaaoK YHUUTOXeHUA (CTMpaHMﬂ) nepcoHanbHbIX .anHblx T MaIWHHOrO
HOCUTens

OcHoBaMMeM [ONA YHUUTOXEHUS (CTUpaHWS) 3anuceil MNWM YacTu 3anucein ¢
MaLLUMHHOFC HOCUTENS SBASIOTCA cnegyiowme cnyJaum:
e BO3BpaT HOCUTENS PaBGOTHUKOM;
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e repepaya HOCUTENS B PEMOHT;
e CnvCaHue HoCUTENS. :

Xparsiwmecs Ha MAWMHHLIX  HOCUTENAX U NOTepsiBlLUME  aKTyanbHOCTb
nepcoHanbHble  [aHHble  CBOEBPEMEeHHO  cTupawTtca  (yHudtoxaiTtcsa).  Jluuo,
OTBETCTBEHHOe 3a obecneyenue ©OesonacHoctu [OH NpUHUMAET  OKOHYaTenbHoe
pelueHre o HeobXoaMMOCTI UX YHUHNTOXKEHUS.

OTBeTCcTBEHHbIN 3a Npouecc o6paboTtkn MAH nepegaeT MaLMHHBIA HOCUTENb NWLLY,
oTBeTcTBEHHOMY 3a obecneyenune 6esonacHoctn [H. CoBMECTHO C MaLUMHHbBIM
HocuTenem nepegaetcs cnyxebHasa 3anucka, B KOTOPOM yKkasbiBaeTcs I'Ipl/l‘-ll/IHbl BO3Bparta
n coctas [1IH, KoTopble noanexaT YHUUTOXEHWIO.

Jlvuwo, oteBeTcTBeHHOe 3a obecnevenue 6esonacHoct T1H, npu nonyyeHuu
HocuTens AOIMKHO obecnedynTb YHUYTOXEHWE (CTUpaHME) 3anucei unu YacTu 3anucel ¢

HOCUTENS U MOArOTOBUTL AKT 06 YHUUTOXEHWM (CTMpaHuM) 3anucelt C HOcUTens (CM ‘

MNMpunoxeHue 4) c BHeceHnem gaHHbIxX B YKypHan yveta Hocutene.

B AKT yHWYTOXEHWsi 3aHOCUTCA [faTta, YYeTHbI HoMep HocuTens wu cnocob
YHUYTOXEeHust (cTupanua) sanucein lH, Takke B AKTe oToOpakaeTcs HaumeHOoBaHue
nporpammHoro obecneyeHusi, KOTopbiM NPOU3BOANNOCH CTUPAHME. -
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